OCTOPOJ)XHO!

MOIUEHHWUKHU B MHTEPHETE

BULLUHI

HE coBepuuait HuKakunx
LEeNCTBUI Ha cMapTdoHe no
NPocbbe NOCTOPOHHUX NNLY,

HE cnepyin nHctpykumam
He3HaKOMLLEB, MO3BOHUBLUWM
C HEeM3BECTHOro Homepa

HE nepeBoau neHbru
He3HaKOMbIM TOAAM B
KayecTBe npeaonnathl

HE coobuwiait Hen3BecTHbIM
JML,AM CBOM NEPCOHabHbIE
JaHHble

Coxpalm 3Ty m-ul:opmaumo M nmoAennch C Apyrmmu




OCTOPOJXHO!

MOIUEHHWKHA B UHTEPHETE

N |
htpp ®v

He TOoponucb NeEpexognTb

Mo CCbINKe, I'IOJ'IY‘-IEHHOH
OT HE3HaKoOMUa:

BO3MOXHO, OHa BEMET Ha m M LLI M H I
bULIMHIOBBIV CalnT

HE nonb3ayiics oTKpbITbIMK
Bai-¢ain-cetamu B kade
Wnn Ha ynuue

|

He cnewm nepexoauntb no @OuwnHroBas ccbinka MoXxeT
CCbiNKe: BBEAU agpec MPUATU B MECCEHOXKEPE, MO
BPY4HYIO 3/TEKTPOHHOW MouTe, B

CMC-COOBLLEHUN

COXP&HH 3Ty HH@OPM&EHIO M nmoAennch C Apyrmmu




BHUMAHNE!

SAIIIUTH CBOIO

BAHKOBCKY1O KAPTY
HEJ1b3A 546 )

I

XpaHWUTb NMHKOA BMeCTe Coobuwatb CVV-kopa, nnu

C KapToW oTNpaBnsTb ero $oTo
PacnpoctpaHsTs v Coobwath AaHHbIe,
NINYHbIE JAHHbIE, IOTWH NoJly4YeHHbIe B BUAE

M Naposib J0CTyna K SMS-coobLueHnit,
cucteme CeaHCOoBble NMaposu, KOZ,
«MHTepHeT-6aHKMUH» aBTOPU3aLMM U T.A,.

Coxpalm 3Ty HH(]?OPM&]IHIO M nmoAennch C Apyrmmu




BHUMAHNE!

BE3O0IIACHOE UCITOJTb30OBAHUE CQ].ICETEI?I,
MECCEH/I)KEPOB U SJIEKTPOHHOMU ITOYTHI!

&
P-4 HJ1 b3 E?ﬂ

Pa3me|.u,aTb nepPCOoHa/IbHY1O @

U KOHTaKTHYIO nnucbMa ot
nHpopmanmio o cebe B HEU3BECTHOTO
OTKPbITOM fOCTyne e OTnpaBUTENSA
Wcnonb3oBatb OTKpbiBaTh
yKa3aHue reosiokaumm * MOAO3pUTENbHOE
Ha ¢oTo B nocTax Oteeyarb Ha arpeccuio u B/IOXEHME K MUCbMY
. . 0OMAHbIE BbIpaXKEHUS
4 4

Coxpanu 3Ty MHPOPMALNIO M MOAENUCH C ZPYTUMU




BHUMAHWUE!

LHNPPOBAY BE3OIIACHOCTD
B MHTEPHETE
”

HE coobwaiite cBon

YCTAHOBWUTE AHTUBWUPYC HA BCE
BALLW YCTPOUCTBA

HE nepexopaute no

CCbIZIKaM M NUCbMaM OT NepCcoHasnbHble JaHHble
HEe3HaKOMLIEB, He N faHHble BaHKOBCKOM
HXMMaWTE Ha KapPTUHKN U KapTbl

KHOMKHU
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HE sepbre obelaHnsm HE q;{xasbtsame NINYHYIO
g nHdOpMaLMio B
BHE3aMHbIX BbIUIPbILLE .
HE ucnonb3yiite ognHakoBble OTKPBITBIX MCTOUHMKAX
Maponu Ans BCeX aKKayHTOB

) Coxpanu 3Ty MHGOPMAINIO U MOKENMUCH C APYTHMMU




KaK He cTaTb ¥epTBOWN KMbepnpecTyrnHuKa.

3ALLUMTA BAHKOBCKOU KAPTOYKMU

OcHoBHble npaBuia MHGopMaLMoHHON 6e30NacHOCTM MO 3alwumTe

6aHKOBCKOW KApTOYKM:
He pekoMeHayeTca

’ XpPaHWTL B TanHe NH-KoA KapTbl
@ XpPaHUTb NMMH-KO4 BMecCTe

MPUKPbIBaTL N1aA0HbIO .
C KapPTOYKOW/Ha KapTouKe
KnaBuaTypy npv BBoge

WEIFEEES - ' : N coobuiats CVV-koa nnm
OPOpMARTS ; : ! OTNpaBnAThL ero $poTo
OTAESIbHYI0 P CE =

KapTy Ans - __ pacnpocTpaHATb NIMYHbIE
OHNAMH-MOKYMOK -y ) % NaHHbIe (HanpUMep
AEeHbIrM 3a4NCNATb ; nacrnopTHble), NTOrMH
TONBbKO B pa3mepe M Naposb AoCTyna K cucteMe

"UHTepHeT-6aHKMHI"

@ coobwaTb AaHHbIe,

nosly4YeHHble B BUAE
cKpbITb CVV-Koa Ha KapTe (Tpex3HayHbli HoMep Ha SMS-coo6bLyeHui, ceaHcoBbIe
obpaTHOW CTOPOHE), NpeaBapUTENIbHO COXPaHMB ero naponu™**, kog asTopusauum,

npe,qnonaraemoﬁ MOKYMNMKKX

ucnonb3osatb ycnyry 3-D Secure* n AMMUTLI Ha
MaKCUMaslbHble CYyMMbl OHNanH-onepauuii

naposnu 3-D Secure

noAKMoYnTbL yenyry “SMS-onoeelyeHne”

0, W §) &

* Yenyea 3-D Secure - 9nst nodmasepaeHuUs oHIaltH-naameKa deprameris KapmoyKu 8800UM 0cobbill KOd
(nony4aem e2o 8 cMC-co0bLeHUU HO mefiepoH).

** Kod CVV - nocnedHue 3 yugpsl Homepa Ha obpamHoLl crmopoHe nnamerHol Kapmbe! cnpasa Ha benol auHu,
npedHa3Ha4YeHHoU d51a nodnucu. Kod daem 803MOHOCMb PACNOPAHAMBCA CPedcmaaMu, HaXOOALUMUCA Ha c4yemy,

pusudecKu He KoHmaxkmupys ¢ Kapmod.
“** CeaHcosbIl Naposib - npedocmasnaemca npu 8xode 8 UHMepHem-baHKUHe, delicmaumesieH Nullb 8 medveHue

00HO20 h1IaMmerHo20 ceaHca.

WcTounnk: MB[1 Benapycu. © MHqurpanMHa




NP PABOITE C 3

HE HAL1O:

OTKPbLIBATb BJIOXXEHUA
NOYTOBbLIX COOBLULEHUK OT
HEU3BECTHbIX
OTINPABUTEJIEU

NEPEXOOUTD N0 CCbIJIKAM.
NMOJIYYEHHbIM OT
HEU3BECTHbIX

XPAHUTDbL U NEPENABATbH B
OTKPbITOM BULLE BAXHbIE
NAHHDBIE (BAAPXUBUPYUTE
UX U YCTAHOBUTE IAPOJIb)

NPU PETUCTPALLUU ALLLUKA
YKA3bIBATDH

BUOIr PAOUYECKUE
N1AHHbIE. UCINOJIb30BATDb
NMPOCTLIE NMAPOJIL U
NoBTOPAIOLLUECAH
CUMBOJIbI

geru OTMEYAIOT YBE/IWYEI
AHT OBbIX ATAK HA SJTEXTPO
NOYTOBBIE ALLUKU MOCOPT AHUSALIUA!

JIEKIEOHHOU HOYI0H

NOAKJIHOYUTD
2-ODAKTOPHYHO
AYTEHTUDUKALUKO

PET'YJIAPHO MEHATD
NMAPOJIb 3J1.NMOYTHI

UCI0JIb30BATb
HECKOJIbKO MNOYTOBbIX
ALLLUKOB )14 PA3HbIX
PECYPCOB (NEPETNUCKA.
PErUCTPALIUA. IEJIOBAA
NOYTA)

UCI10JIb30BATb
YHUKAJIbHBIE NMAPOJIU AUIA
PA3HbIX
UHTEPHET-PECYPCOB

BBOAUTb UHDOPMALIUIO
TOJIbKO HA SALLULLEHHbIX
CAUTAX (HTTPS)

BHUMAHUE!
EAUHCTBEHHbIA HANLEMHbBIW CNOCOB SALLUTDI
- 9T0 BALIA BOAUTEJIbHOCTb!

NABHOE YNPABJIEHUE MO NPOTUBOAEACTBUIO KUBEPNPECTYNHOCTU KM MBL1 BEJIAPYCHU



(COMRAHN
UHBOPMALNI,

He coobujau He3HaKoMuam
cBoU NO2UH U NAaposb

He omupbieal haunsl U3
HENPOBEPEHHLIX UCMOYHUKOB

He 3ax00u Ha caumsi, KOmopble
Jawuma KoOMnblomepa cyumaem
nodo3pumenesHbIMU

He Aal cebs1 obmaHyTh! )

o KPYrnoCyTOUYHbIW
b e,

MHHHCTEPCTBO BHYTPEHHMX EN eOANHbLIN
PECNYBNWUKMN BENAPYCh Homep <« 102 >
N

- E HAYY4Cb NOAb3OBATHCA UHTEPHETOM NPABUABHO




He coobwal HesHaKoMuam
CB0U No2uH U naponk

NOPOBOWU . .
UrMEHBI HE OmKpLIBay gaunkl U3

HENPOBEPEHHbIN UCMOYHUKOB

He*3ax00u Ha caumsbl, KOmopble
3auwuma KoOMnblomepa cyumaem
noodo3pumenkHbIMU

”HwﬂPMHUI/IIﬂ

HAYNMCh MOAb30BATLCA HHTEPHETOM NPABUABHO

(&

‘He Aaln cebs1 obmaHyTh!

KPYrnoCyTOUYHbLIW
(EA0%  MHHMCTEPCTBO BHYTPEHHHX AEN eOVNHbLIX 7~ _ _\
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‘:ju} PECNYBNWKWA BENNAPYCb Homep 1 02




MPABUAA

NOPOBOW
UIMEHbDI

/4
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3AOYMBILLAHHMKM MOTYT Y3HATb = L
4TO-TO HyXHOE O TBOBH XM3HU 3a mackoW oHAaiH-cobeceAHUKa

MOXET CKPHIEATECA
3AOYMBILLUASHHMK

s i

3AOYMBILLIAGHHUK MOXET BCTPETUTL MHdpopMmauMein MOTYT 3aBACAETL
1€08 C HeAOOPLIMM HOMEPEHUIMM W BOCMOAbL3OBATLCH
j HEeAOGPOXeAaTeA

HAY41Cb NOAb30BATLCA UHTEPHETOM NPABHABHO

| BCerAaiBaXHO MOMHITb: HEMPABMABHOE MOBEAEHNE
- 9 B MHTEPHETE MOXET, PUHECTV BOABLLIOMIBPEA.

He Aalh cebs1 obmaHyTh! X

KPYrnoCyTOYHbIW

MUHMCTEPCTBO BHYTPEHHHX 1EN eAVHBLIN ~ _ \
PECNYBNUKM BENAPYCh HOMep 02




BHUMAHHE!
MOLLUEHHHYECTBO!

HEeWU3BECTHOrO
Homepa

POACTBEHHUKOM

cBuA yeaoBeka

nonaa B ATl

AeHer
KOMMNEeHCAUMIO

BPEAQ
{BAMATEN ABAD

(tMUAMLMOHEPY/
{CASAOBATEAL)

O

 He Aal cebs1 oOBMaHyTL!
\ e —

MHHHCTEPCTBO BHYTPEHHMX AEN eauHbIN
PECMYBNWKM BENAPYCh Homep < 102 )

- >

B bepe!

Hy»Hbl aeHbru!

1. HeMeAAEHHO NOACKHMTL TPYBKY

2. CaMOMY NepesBOHUTb
DOACTBEHHMUKY

3. He NepeAdBATb KypPbepaMm
HUKQKMX AGHer

Kypbep 4 COOBLLUMTD
B MMAMLIMIO

KPYrnoCcyTOYHbLIW

&



BHUMAHME,
MOLUEHHUKN!

BaM 3BOHAT NocpeiCTBOM MecCeHAKepa
WANH C HEM3BECTHOTO HOMEp...
* He NAHMKYMTE U He BepbTe TOMY, UTO BaM FOBOPAT

* He BbINMOMHANTE HUKAKMX JeMCTBUM
no npocb6e TpeTbuX ANLY

* NpeKpaTuTe pasroeop

* nepe3BOHMTE POJICTBEHHMKAM U YOepuTech,
YTO HHYEro He CNYYHNOoCh
BALU CbIH

* c000WMTE B MUAMLMIO 0 3BOHKe [RISALVLEA=1M
HYXXHbI

AEHbI U!
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Byab Kak HUHA3A!

He coobuwaii He3HaKOMBbIM NIOAAM B
MHTepHeTe cBOE HacTosALLEe UMA,
ajapec u Homep TenedoHa.
ByAb OCTOPOXEH C TeMm, 4YTO
nywetwb o cebe.

MomMHM, UTO B VIHTEPHETE HE BCE
Te, KeM KaxkyTtca!
He po6asnsai B Apys3bsa nwgen,
OTOPbIX HE 3Haellb B peanbHOW

ByAb OCTOpPOXKEH, Kak Ha
MWHHOM none!
CkaumBa NPUNOXKEHUA TONBKO
13 opuLManbHbIX MarasnuHoB.

AHTMBUPYC - TBOIA BEpPHLINA

Apyr!

Mpuaymaii CNoXKHbIA
naponb, Kak y cyneprepos!
Hukomy ero He rosopw, Begb
3TO TBOW CEeKpPeTHbIN
Knouy!

Byab kKak xakep!
He knukaw Ha
noao3puTeNbHble
CCbINIKA.

He 6oiica npocuTb 0 noMoLyn!
Ecnw Te6s 4YTO-TO TPEBOXUT B
MHTepHeTe, pacckaXm 06 atom
poAuTENaAM UAK YUUTENIO.
BmecTe Bbl CMOJKETE PEeLnThb
nobyio npobnemy.

NHTepHeT - 3TO KPYTO, HO
NOMHM 0 6e3onacHocTK!
Co6niopan 3aTM npasmna, Thbl
CMOXEeLlUb CTaTb HAaCTOALWMUM

Kubeprepoem!

mvd.gov.by



BHUMAHWE, OMACHOCTb

WEPTEAMM MOLUCHHMKOB, UNH Bb
NOj03peBaeTe, YT0 B OTHOLICHMM BAC

NNGHMPYIOTCA NPOTHBONPABHBIC AEHCTBHS
HE3AMEQ/TUTENDHO COOBll.lAiITE B MUITULIUIO!




Be3onacHeIl UHMepHem
nA demeu

9 e
He coobiwali HE3HaKoOMUam
CBOL I02UH U naposb

He omigbIBay aibl U3
HenpoBepeHHsIXUEmoyHUKOB

He 3ax00uU 'Ha caumbigKomopble
squuma, KoMnblomepajcumaenm,
noCo3PUMENSHbIMU,
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HUGHUIME o .
oNe630B0maeca

[ 3 HEscmenaicsc noawwr, WEMBITTIERHE IM
'] KOTOPbIMM HAKOM TOABKO

TAABHBIE o HTEDHETS NpOBUNLHO!
nPABMM Mco;(Ach g%b%béﬁg: ;iOYMEI?LIA:':I-II(l? MK - L
LIN®POBOWU . e .
[MITMEHDI =

3AOYMBILLAGHHWKM MOTYT Y3HQTb YTO-TO
HY)XHO€ MM O TBOEH XM3HM

3AOYMBILLAEHHMK MOXET BCTPETUTH
1e65 C HeAOBPLIMU HOMEPEHUAMM

MHcbopmaumen MoryT 3aBaaAeTb U
BOCTMOAb3OBATLCA HEAOBPOXEAQTEAU

- g

GIE TN IOMBNTBAHEIDOBMABHOE MOBEAEHWE
BTICPHE IENMOKET NOUHECTY DOABLLION BPEA.

P—"He naii cebs1 obMaHyTL!

KPYrMOCYTOUHbIW
MHHHCTEPCTBO BHYTPEHHHUX AEN eAVHBbIN 7~ \
PECNYBNUKW BENAPYCb Homep ¢ 102



